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Introduction

« Autonomous vehicles, integrate Al, sensors, and cameras, for
navigation and driving without human intervention.

« With the growing reliance on AVSs, securing them through
safeguarding sensors and developing resilient algorithms is
Increasingly vital to prevent accidents from attacks.

« One way of doing this is by verifying the integrity of data
collected from sensors.



Project Overview

Importance of Data Integrity

Data integrity is essential for accurate,
trustworthy data, critical in decision-
making, compliance, trust, error
prevention, efficiency, research, security,
and long-term reliability

G

Brief Overview of the Project (Scope)

Integration of sensors with autonomous vehicle

Develop mechanisms for data integrity
verification

Focus on infrared and ultrasonic sensors

Potential integration of camera and LIDAR
Sensors



| iterature Review

Challenges:
Noise and Interference: Environmental
interference can distort sensor data.

Sensor Calibration: Ensuring precise sensor
calibration is time-consuming and challenging.

Sensor Degradation: Sensors degrade over
time, affecting accuracy.

Multi-Sensor Fusion: Integrating multiple
sensors can be complex and error-prone.

Data Anomalies: Detecting and managing
sensor anomalies is an ongoing challenge.
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Solutions:

Redundancy: Employing multiple sensors to
verify data and enhance reliability.

Sensor Fusion: Combining data from diverse
sensors for accuracy and redundancy.

Error Correction Algorithms: Using algorithms
for real-time sensor error detection and
correction.

Sensor Calibration: Regularly calibrating
sensors to maintain accuracy.



Methodology

Integration
of sensors
with
autonomous
vehicle

Gather data
from
infrared and
ultrasonic
Sensors.

Develop
algorithms
for anomaly
detection.

Real-time
Data
Integrity
Checks

Explore the
Integration
of camera

and LiDAR
sensors (if

time allows)




Expected Results

IMPROVED DATA ANOMALY DETECTION POTENTIAL FOR CAMERA
RELIABILITY AND LIDAR
INTEGRATION (IF TIME
PERMITS)




Timeline

Start Date End Date
Autonomous vehicle 10/19/2023 10/30/2023
Data Collection 10/30/2023 11/9/2023
Algorithm Development ‘ 11/9/2023 ‘ 11/16/2023
Testing and Validation 11/16/2023 11/22/2023

Integration ‘ 11/22/2023 ‘ 11/28/2023



e Sensors: $25
« Software and Hardware; $65
e Time

Resources and Budget




Conclusion

« Expected Impact of the project:
« Safer and more reliable autonomous driving.
 Reduced risk of accidents due to sensor errors.
« Enhance trust and acceptance of autonomous technology.



Thank You

Thank you for your time and attention
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Project timeline

Task partially completed

Start Date End Date
Autonomous vehicle 10/19/2023 10/30/2023
Data Collection 10/30/2023 11/9/2023

Task to be completed

Algorithm Development ‘ 11/9/2023 ‘ 11/16/2023
Testing and Validation 11/16/2023 11/22/2023

Integration ‘ 11/22/2023 ‘ 11/28/2023



Autonomous vehicle — initial setup

» The initial setup had an ultrasonic sensor and two infrared
sensors.

» This setup was used to program the robot using only the
ultrasonic sensor initially.

» The potential field algorithm is used to control robot
movement.




Autonomous vehicle — potential field algorithm

» The potential field algorithm is like a magnet that helps a robot
move. It pulls the robot toward its destination and pushes it Total Potential Function
away from things it should avoid. This way, the robot can find
its way without bumping into obstacles.

Potential field algorithm U(q)=U,(q)+U,,(q) T,
» Attractive Force: : i
U_attractive = k_att * (goal_position - current_position) P -§3
; i SRR 51‘-
> Repulsive Force (for each obstacle): Fg)==yulg) x“:‘f‘ t&“.:'
U_repulsive =k_rep /D S ;

D= distance from obstacle
¥ &

> The robot moves based on a combination of attraction to the
goal and repulsion from obstacles.



Autonomous vehicle — potential field algorithm

Attractive force Total force

attractiveforce() 228
attractiveforce( . X
: 221 void totalforcegradient()
171 if (d_gq_goal <= d_goalstar &% d_qq_goal >= ©.5) 222 {
172 € 223 Fx = ;
x = Faxgrad + Frxgrad
173 Fa = (1. / 2z.@) * Ka * (pow({d_qq_goal).,2)); j g € ’
174 3 224 Fy = Faygrad + Frygrad;
175 e 225}
17e t 226
177 Fa = (d_goalstar*Ka*d_qg_goal) - ((1.@ / 2.8) * Ka*pow(d_goalstar,2)) ) L
- p 227 void robotpositionupdate()
179 b 228 {
iy . o ; 220 | x 4= -1%Fx * dt;
131 void attractiveforcegradient() { . .
122 if (d_gg_goal <= d_goalstar && d_qgq_goal »>= 8.5) 238 y += -1*Fy dt;
183 { 231 1
184 Faxgrad = -Ka * (x_goal - x); 232
185 Faygrad = -Ka * (y_goal - y):
186 3 233
187 else 234
. res t 235
> Ardulno Code to 189 Faxgrad = -(d_goalstar*Ka * (x_goal - x))/d_qq_goal; .
19e Faygrad = -(d_goalstar*kKa * (y_goal - w)}/d_qq_goal; 236
121 ¥ 237 theta_robot = atan2(Faygrad, Faxgrad);
control robot 2 238
239
. 1 R _ .
movement USIﬂg 192 248 theta_obstacle = atan2(Frygrad, Frxgrad);
185  void repulsiveforce() { 241
potential field 196 if (d_sensormiddle <= r_safe) 242
197 [ N . P \
o = atan2(Fy :
198 Fr = (1.0 / 2.8) * Kr * (pow((1/d_sensormiddle) - (1/r_safe}, 2)); 243 thEta—Doa‘ atan2(Fy, Fx);
H 199 } 244
algorithm. e
2e1 { 246 if (d_sensormiddle <= r_safe)
202 Fr=8; ; — —
203 } 247 1
204} 248
285 249 theta_diff = -1*(theta_goal - theta_obstacle);
286 258 1
287  void repulsiv ent() :L !
208 if (d_sensormiddle <= r_safe) 251
289 { 252 {
218 float r_diff = (1.8 / d_sensormiddle) - (1.8 / r_safe); 7 53 theta diff = theta goa; - theta_robot:
211 Frxgrad = (Kr * r_diff / (d_sensormiddle * d_sensormiddle)) * (x - (d_sensormiddle®*cos(w))); - B - - -
212 Frygrad = (Kr * r_diff / (d_sensormiddle * d_sensormiddle)) * (y - (d_sensormiddle*sin{w))); 254 I
213 255
214 256
215 - . srr . N
e Frxgrad = 8; 257 if (theta_diff » M_PI) {
217 Frygrad - €; 258 theta_diff -= 2 * M_PL;
218 )
29}

repulsive force



Autonomous vehicle — initial test run

» Initial test of robot movement using potential field
algorithm

» Problem:
Due to the lower value of K_att compared to K_rep, the
robot gives higher priority to avoiding obstacles over
reaching its ultimate destination.

» Solution:
Fine-tuning these values is necessary to achieve optimal
functionality.




Autonomous vehicle — new

SR
¥

setup

For the new setup, | used 3 ultrasonic
sensors, 4 infrared sensors, an alarm, and
an SD card module.

The 3 ultrasonic and 4 infrared sensors are
used to sense obstacles.

The SD card reader is used to store data for
analysis.

The alarm will be used to alert users when
there is an anomaly.



Autonomous vehicle — ultrasonic and infrared
sensor setup

» | designed a platform
using Solidworks to
securely mount the
ultrasonic and infrared
sensors onto the
robot.

Ultrasonic
sensors
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Autonomous vehicle — ultrasonic and infrared
sensor setup

» The 3D-printed platform securely attaches the
ultrasonic and infrared sensors to the mobile
robot.

» The left, right, and bottom middle infrared sensors
perform flawlessly, whereas | plan to intentionally
calibrate the top middle infrared sensors to
function inadequately. This calibration will serve
as a test to observe the effects when data from
the ultrasonic and infrared sensors do not align
(anomaly check).




Data collection — SD card module setup

» The SD card module is positioned at the back of
the mobile robot and linked to the Arduino Uno to
store data while the robot is in operation.



Data collection — Writing data to SD card

469
47@
471 dataFile.print("Robot Position (x, y): ");
472 ataFile.print(x);
tf . 473 dataFile.print(”, ");
63 void setup() - . . N
6a 474 dataFile.println(y);
65 Serial.begin(9608); 475 dataFile.print("d_qq_goal: ") ;
66 476 dataFile.println(d_gq_goal);
67 477 dataFile.print("d_goalstar: ")
68 478 dataFile.println(d_goalstar);
° - . . 479 dataFile.print("Fa: ") ;
78 pinMode(chipSelect, OUTPUT); . ]
71 420 dataFile.println(Fa);
72 Serial.print("Initializing SD card...”); 481 dataFile.print("Faxgrad: ") ;
73 if (!15D.begin(chipSelect)) { 482 dataFile.println(Faxgrad);
74 Serial.println("SD card initialization failed."); 423 dataFile.print("Faygrad: ") ;
H 7% return; ; - 1A : T
» Arduino code to store e | b @ detarile println(raygrad);
- T e e 485 dataFile.print("d_sensormiddle value: ");
77 Serial.println("sD card initialized."); 436 dataFile.printIn(d_sensorniddle);
data on an SD card for § | datafileprintln(d_sensorniddle);
487 dataFile.print("d_sensorleft value: ");
1 438 dataFile.println({d_sensorleft);
Iater analyS|S° A 489 dataFile.print("d_sensorright value: ");
147 459 dataFile.println(d_sensorright)
148 dataFile = SD.open("data.txt", FILE_WRITE); 491 | dataFile.print("left_light value = *);
149 - ’ 492 dataFile.println({leftinfraredSensor);
o 493 dataFile.print("right_light_value = ");
158 404 dataFile.println{rightinfraredSensor);
151 if (dataFilej { 485 dataFile.print("middle light value = ");
_ Cant . e . . 496 dataFile.println(middleinfraredSensor);
152 Serial.printIn("File opened for writing."); 297 dataFile.print("Fr: ") ;
153 ] else { 408 dataFile.println(Fr);
- : : e . o e 129 ataFile.pri "Fro R
154 Serial.println("Error opening data.txt for writing."); ‘ dataFile.print(“Frxgrad: *) ;
B . ‘ 589 dataFile.println(Frxgrad);
155 I 581 dataFile.print("Frygrad: ") ;
582 dataFile.println({Frygrad);

583 dataFile.print("Fx: ") ;



Data collection — saved data

DATA £ =F

File Edit Wiew

Robot Position (x, w): 9.8, 998.88
d_qq_goal: 424 26

d_goalstar: 424.26

Fa: 2720020 .aa

== Remaovable Disk (D:) X a4 Faxgrad: -928a.02a
Faygrad: -9280.80
d_sensor wvalue: 249, .33
™ ) > Removable Disk (D) Fr: @.00
Frxgrad: e.0a
Fryvgrad: e.2a
Tl Sort = View L Fect E; :gggggg
- theta_robot: -2.36
Name Date modified Type Size EroEe whaEmElos E-E5
<% Home theta_goal: -2.36

theta_diff: .00
Angular Velocity (w): ©.06
Left Wheel Welocity (wl): 3.8
Right Wheel Velocity (wr): 3.8
Left Wheel Velocity (wll): 3.8
Right Wheel Velocity (wrr): 3.8
> Data Saved to SD Ca rd for Robot Position (x, w): 153.88, 153.88

d_gq_goal: 29&6.98

] DATA hl

H| Gallery AM Text Document

@ Sunday - Personal

. @ Desktop d_goalstar: 424.26
future analysis ignaa 038500
axgrad: - =
& Downloads Faygrad: -630@.00
d_sensor wvalue: 236._41
4 Documents Fr: @.00
Frxgrad: .08
P9 Pictures Frygrad: .88
Fx: -63280.80
Fyw: -6208.00
theta_robot: -2.36
theta_obstacle: .00
theta_goal: -2_36

theta_diff: 8.2

Angular Velocity (w): ©.880

Left Wheel Welocity (wl): 3.0

Right Wheel Velocity (wr): 3.8

Left Wheel Welocity (wll): 3.8

Right Wheel Velocity {(wrr): 3.0
Robot Position (x, w): 197.1@, 197.1©
d_qgqg_goal: 287.89

d_goalstar: 424 26

Fa: 648272 .02a

Faxgrad: -4410.@a
Faygrad: -4418.80
d_sensor wvalue: 349.88
Fr: o.00

Frxgrad: .80
Frygrad: e.2a
Fx: -44160 .2
Fvw: -4471a.9



Next steps

» Modify the Arduino code to incorporate all the onboard
sensors, including the three ultrasonic sensors, four infrared
sensors, and the alarm, for the robot's motion control.

» Develop an Anomaly detection algorithm.

> Test run.




Conclusion

The mobile robot is functioning adequately, but | need to fine-tune the code for optimal
performance before proceeding to develop the anomaly detection algorithm in the next

stage.



Thank You

Thank you for your time and attention
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Project recap - methodology

Gather data

: Develop
. from infrared :
sensors with and ultrasonic algorithms for

autonomous anomaly
vehicle SISO detection.

Integration of

Real-time Data
Integrity Checks




Project recap

Initial setup (First presentation):
» One ultrasonic and two infrared sensors.
» Use potential field algorithm for movement.

» Problem: Fine-tuning the potential field algorithm takes up a lot of time and consumes the available
memory of the Arduino uno.

Second setup (Second presentation):
» 3 ultrasonic sensors, 4 infrared sensors, an alarm, and an SD card module.
» Use potential field algorithm for movement.

» Problem: Fine-tuning the potential field algorithm takes up a lot of time and consumes the available
memory of the Arduino uno.



Timeline

Start Date End Date
Autonomous vehicle 10/19/2023 10/30/2023
Data Collection 10/30/2023 11/9/2023
Algorithm Development ‘ 11/9/2023 ‘ 11/16/2023
Testing and Validation 11/16/2023 11/22/2023

Integration ‘ 11/22/2023 ‘ 11/28/2023



Autonomous vehicle — final setup and changes
made

» 3 ultrasonic sensors, 3 infrared sensors, an alarm, and an SD
card module.

Changes made:
» One infrared sensor was removed leaving one sensor each on
the left, right, and middle of the robot.

» Because of the complexity of using a potential field algorithm
to control the robot, a basic control algorithm was developed.




Autonomous vehicle — robot control

A simple control algorithm is used to control the robot’s behavior
in an environment.

Data verification

ﬁ Speed |

Sensor |

4l Steering

= Alarm

Anomaly detection

Control unit



Autonomous vehicle — control unit
flow chart diagram

d

[ Initialize System ]

{Sensors, Motors, SD Card)

]

Read Sensor Data
(Ultrascnic & Infrared)

Verify Sensor Data Integrity
(Correlation Check)

]

[ Decision Making ]

{(Front Clear, Obstacles, Path Blocked)

Execute Movement
(Forward, Backward, Turn)

Aves naly Dete No
pancy in Sensor ta)

Stop Motors Data Logging
Sound Alarm (to SD Card)

Loop Back to
Read Sensor Data

}




Autonomous vehicle - Data integrity

verification

Validating ultrasonic sensor data:

A validation check on the data received from the
ultrasonic sensor is implemented to guard
against erroneous readings of zero or infinity,
which can occur in the absence of a detectable
object.

float getDistance(int echoPin) {
digitalWrite(triggerPin, LOW);
delayMicroseconds(2);
digitalWrite(triggerPin, HIGH);
delayMicroseconds(10);
digitalWrite(triggerPin, LOW);
float duration = pulseIn(echoPin, HIGH);
float distance = duration * 0.034 / 2;

if(distance == @ || distance > safeDistance) {
Serial.println("Sensor: Invalid distance");
d sensor = 200;
} else {
d sensor= distance;

}

return d_sensor;
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Autonomous vehicle - Data integrity

verification

Opens the SD card file for data logging.
Measures distances using ultrasonic sensors.
Reads infrared sensor values.

The system checks if the readings from the
ultrasonic sensors correlate with the infrared
Sensors.

Move forward if no obstacles are detected
within the safe distance.

void loop(){
SDcardopenfile();
distanceFront = getDistance(echoPinFront);
distanceLeft = getDistance(echoPinLeft);
distanceRight

getDistance(echoPinRight);
infraredsensor();

if (distanceFront > safeDistance) {

if (distanceleft <= safeDistance && leftSensorvalue == 0 ) {

moveForward();
turnRightslightly();
Serial.println(" Turn right slightly ");
dataFile.println(" Turn right slightly ");
}else if (distanceRight <= safeDistance && rightSensorvalue == 0) {

moveForward();

turnLeftslightly();

Serial.println(" Turn left slightly ");
dataFile.println(" Turn left slightly ");



Autonomous vehicle — control algorithm

97  void loop()

98 SDcar

99 distanceFront

1e@ distanceleft

1681 distanceRi

182 infra

183 if (distanceFront > safeDistance) {

104

185 if (distanceleft <= safeDistance &% leftSensorvalue == 8 ) {

L Ll Ll Ll L 195

Decision-making logic based on sensor readings: 167

108

169

118

» Move forward: If no obstacles are detected within 11

112
the safe distance. .
115
116 fet

leftSensorvalue == 1 ) {

ntln(" fnomaly detected: left distance data not verified by left infraredsensor data ");
intIn(" Anomaly detected: left distance data not verified by left infraredsensor data ");

> Turn slightly: AdeStS dlreCtion If an ObStaC|e |S ﬂ; }else if (distanceRight <= safeDistance && rightSensorvalue == 8) {

H 119 moveForward();
detected on one side. 120 turnLeftslight1y();
121 Serial.println(™ Turn left slightly ")
122 dataFi rintIn(" Turn left slightly ");
. . 123 anceRight <= criticaldistance && rightSensorvalue == 1 ) {
» Move backward: If blocked from all directions. 124
125 ors();
126 {
.. .. . . . 127 Serial.println(” Anomaly detected: Right distance data not verified by right infraredsensor data "),
> Add|t|ona| deC|S|On |Og|c for tu rn|ng or Stopplng 128 rintln(" Anomaly detected: Right distance data not verified by right infraredsensorr data ");
129 telse {
based on sensor readings. e ;
3 ward();
132 rintln(™ Move forward ");
133 dataFile.println(" Move forward ");
134 1



Autonomous vehicle — anomaly algorithm

if (distanceFront <= criticaldistance && leftSensorvalue ==1) {

Anomaly Detection:

stopMotors();

Stops the vehicle and sounds an alarm
if there's a discrepancy between
ultrasonic and infrared sensor readings,
indicating a possible sensor failure or
data integrity issue.

alarmtone();

Serial.printIn(" Anomaly detected: left distance data not verified
by left infraredsensor data ");

dataFile.printIn(" Anomaly detected: left distance data not
verified by left infraredsensor data ");
Where: e}
Criticaldistance: The minimum safe
space needed for the robot to make a
safe choice.
leftSensorvalue: left infrared sensor
value.



Data collection — Writing data to SD card

b2 >S40
63 void setup() { 319
64
65 Serial.begin(9668); 328
66 321 datafFile.println(” "
57 322 dataFile.print("Front distance value: ");
E; 323 dataFile.print(distanceFront);
78 pinMode(chipSelect, OUTPUT); 324 dataFile.print("|| Left distance value: ");
71 | ] 325 dataFile.print(distanceleft);
72 Serial.print("Initializing SD card..."); . R . . "
7 if ?!Sé_ rgi“r(!;i;;iec:f\} . o ) 326 dataFile.print("|| Right distance value: ");
74 Serial.println("SD card initialization failed."); 327 dataFile.println{distanceRight);
H 75 return; 328 dataFile.print("middle_light_value = ");
Arduino code to store data e |4 8 Lle. print("niddle_light_\ )
- Serial.println("sp card initialized."); 329 dataFile.print(middleSensorvalue);
on an SD Card for Iater 78 33e dataFile.print("|| left_light_value = ");
. 331 dataFile.print(leftSensorvalue);
ana|ySIS. . 332 dataFile.print("|| right_light value = ");
147 333 dataFile.print(rightSensorvalue);
: r " " . A ataFile. i wy
148 dataFile = SD.open("data.txt”, FILE WRITE); 334 dataFile.printin(™);
140 335 dataFile.println("");
i 336 dataFile.println("");
Co . »
158 337 dataFile.close();
151 if (dataFile) { 338 1
152 Serial.printIn("File opened for writing."); 339
53 }oelse {
154 Serial.println({"Error opening data.txt for writing.");
155 ]



Data collection — saved data

== Removable Disk (D:) L
™ & J
Hﬁ e
A Home Mame
)| Gallery =| DATA

# Sunday - Personal

2 Desktop

+ Downloads
- Documents

P9 Pictures

*

—+

Removable Dis

Stop motors
Turn left

Front distance wvalue:
middle light walue =

Stop motors

33.
1]l

Anomaly detected: Right

Front distance wvalue:
middle_light_walue =

Move forward

Front distance wvalue:

middle light walue =

Mowve forward

Front distance wvalue:

middle light walue =

16.
11

Data saved to SD card for future analysis

37|| Left distance value: 288.88|| Right distance wvalue: 12.85
left light wvalue = 1|| right light value = 8

distance data not werified by right infraredsensor data

85|| Left distance value: 2088.88|| Right distance value: 200.08

left_light_wvalue = 1|| right_light_wvalue = @8

208.80|| Left distance wvalue: 2808.88|| Right distance walue: 2808.880

1]l

left light wvalue = 1|| right light value = 8

200.88|| Left distance value: 280.008|| Right distance wvalue: 280.80

1|1

left_light value = 1|| right light value = @



Testing and validation — origi
-

Criticaldistance = 11
safeDistance = 40

Where:
Criticaldistance: The minimum safe space needed for the robot
to make a safe choice.

safeDistance: The sensor's threshold distance for the robot to
start taking evasive action.

else {

// If the front distance is not safe

stopMotors();

Serial.printIn(" Stop motors ");

dataFile.printIn(" Stop motors ");

if (distanceFront <= criticaldistance && leftSensorvalue==1) {
//anomaly detected stop robot and sound alarm
stopMotors();
alarmtone();
Serial.printin(" Anomaly detected: left distance data not verified by left infraredsensor data ");
dataFile.printIn(" Anomaly detected: left distance data not verified by left infraredsensor data ");




Testing and validation — fatlure test

Criticaldistance = 30
safeDistance = 40

Where:
Criticaldistance: The minimum safe space needed for the robot
to make a safe choice.

safeDistance: The sensor's threshold distance for the robot to
start taking evasive action.



Conclusion

This project is a comprehensive example of integrating multiple sensors for autonomous navigation
with a focus on safety and data integrity.

It ensures that the vehicle operates safely by cross-verifying sensor data and taking precautionary

actions in case of discrepancies, highlighting the importance of sensor data integrity in autonomous
systems.



Thank You

Thank you for your time and attention
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